Grunnlagsdata, overvaking og trending
Rafael Martinez Guerrero / Trond H. Amundsen
IT-konferanse 2015

Universitetet i Oslo



IT infrastruktur ved UiO




IT infrastruktur ved UiO

=

~2.100 ~16.000 ~12.000TB
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1987

(Forste Sun desktop ved MatNat)



1989

(Forste Unix server ved USIT)



ca 1993

(Filelog forste versjon)



2011

(Forbedret Filelog som bruker SSL)



2014

(Niviheim)



2015

(Niviheim for Windows)



Nivlheim

https://niviheim.uio.no/
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https://niviheim.uio.no/api/hostinfo2



.../hostinfo2?hostname=tux.uio.no



"result" : [

{

"certfp"
"serial" "CzC1035208",
"daysLeftOfWarranty" : 107,
"siteadmin" : "trondham@usit.uio.no",
"hostname" : "tux.uio.no",

"os" : "RHEL7",

"kernel" : "3.10.0-229.el7.x86_64",
"manufacturer" : "Hewlett-Packard",

"osclass" : "Linux",
"lastseen" : "2015-04-17T10:52:30z",
"type" : "Client",
"product" : "HP Compaq 8100 Elite CMT PC",
"ipaddr" : "129.240.6.13",
"warranty" : [

{

"active" : false,

"description" : "HP Care Pack - Next
"daysleft" : -2457129,

"start" : "",

"expires" : ""

"5E3934238D03606DDB72761E9CB1DCF1E4872FD7",

Business Day Onsite, HW Support, 4",



"result" : [

{

"certfp"
"serial" "CzC1035208",
"daysLeftOfWwarranty" : 107,

"siteadmin" : "trondham@usit.uio.no",
"hostname" : "tux.uio.no",

"os" : "RHEL7",

"kernel" : "3.10.0-229.el17.x86_64",
"manufacturer" : "Hewlett-Packard",
"osclass" : "Linux",

"lastseen" : "2015-04-17T10:52:30z2",
"type" : "Client",

"product" : "HP Compaq 8100 Elite CMT PC",
"ipaddr" : "129.240.6.13",

"warranty" : [

"description" : "HP Care Pack - Next Business Day Onsite, HW

{
"active" : false,
"daysleft" : -2457129,
" startll : nmn ’
"expires" . nn

Y,

P

"5E3934238D03606DDB72761E9CB1DCF1E4872FD7",

Support, 4",



.../hostinfo2?hostname=tux.uio.no
&fl=hosthame,lastseen



"result" : |

{

"tux.uio.no",
"2015-04-17T10:52:30Z"

"hostname"
"lastseen"



.../hostinfo2?osclass=windows
&fl=hosthname,product,os



"result" : [

{
"hostname" : "win-ts05.uio.no",
"product" : "VMware Virtual Platform",
"os" : "Win2012R2"

b

{
"hostname" : "scurque.uio.no",
"product" : "HP Compaq Elite 8300 MT",
"os" : "Win7"

o

{
"hostname" : "d2mac.uio.no",
"product" : "OptiPlex 7010",
"os" : "Win7"

b

{

"hostname" : "wjump-kat.uio.no",
"product" : "VMware Virtual Platform",
"os" : "Win2012R2"



.../hostinfo2?osclass=windows
&fl=product&count=1



"result" : [

{

"count"
"product"

"count"
"product"

"count"
"product"

"count"
"product"

1,
"HP Compaq Elite 8300 MT"

1,
"OptiPlex 7010"

3,
"RHEV Hypervisor"

"VMware Virtual Platform"



.../hostinfo2?product=HP*dc5800*
&fl=product&count=1



"result" : [

{

"count" : 11,

"product" : "HP Compaq dc5800 Microtower"
}r
{

"count" : 18,
"product" : "HP Compaq dc5800 Small Form Factor"
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Sentral konsoll

ZABBIX

The Ultimate Open Source
Monitoring Solution

~190.000
~61.000.000 / 24h

~120.000

750.000.000
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RHEL7 && prod RHEL6 && prod




400k — 600k metrics / min

Metrics received

14:2

_no-a == agents.
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Logtyper

98.149.180.239 — - [13/Dec/2009:06
110.48.133.52 — - [13/Dec/2009:

5:13 +0100] "GET /demo HITP/1.0" 200 275084 "-" "PSP-Inter
9 +0100] "GET /demo/index.html HTTE/1.0" 404 106 "—" "Mo

T6.108.234.173 — - [13/Dec/2009 2 +0100] "GET /demeo HTTP/1.0" 200 153325 "-" "PSP-Inter
76.108.234.173 - - [13/Dec/2009:06:27:20 +0100] "GET /demo HITE/1.0" 200 425498 ™ "EBSF-Intern
188.4.181.98 — — [13/Dec/2009:06 4 +0100] "GET /demo.m3u HTTP/1.1" 200 82 "http://www.inte
188.4.191.98 — — [13/Dec/2009:06:27:59 40100] "GET /demo HITP/1.0" 200 398333 "—" "WinampMPEG/
110.48.133.52 — - [13/Dec/2009:06 6 +0100] "GET /demo/index.html HITP/1.0" 404 106 "—" "Mo

82.113.121.200 - - [13/Dec/2009:06
189.242.68.5% — - [13/Dec/2009:06:
189.132.30.25 - - [13/Dec/2009:06

7 +0100] "GET /demo/index.html HITE/1.0" 404 106 "—" "M
3 +0100] "GET /demo HTTE/1.0" 200 238733 "ESP-Intern
8 +0100] "GET /demo HTITP/1.0" 200 440285 "EPSP-Intern
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0 Sefvent (rvayeE vent. ]

SCEA—— 189.242.68.5% — - [13/Dec/2009:06 141 +0100] "GET /demo HITP/1.0" 200 627885 "-" "PSP-Intern
B e l:ﬁ:ﬁ:‘j} :i::::z::j:(”“‘ :2:ﬁ: 66.249.71.57 — — [13/Dec/2009:06 8 #0100] "GET /demo HTTP/1.1"™ 200 8698184 "-" "Mozilla/s.

1208 one 115%E wom Secumity gt oot TORMAROMCchasl ToRNARS 192.114.107.4 — - [13/Dec/2009:06 08 +#0100] "GET /demo.m3u HITP/1.1" 200 92 "http://www.int

= ; 192.114.107.4 — - [13/Dec/2009:06: 9 +0100] "GET /demo HTTP/1.1" 200 17146 "—" "NSPlayer/11
2 N = 192.114.107.4 — - [13/Dec/2009:08 7 +0100] "GET /demo HTTE/1.1" 200 661366 "-" "NSPlayer/1
g (G ooz 83.213.11.179% - - [13/Dec/2009:06:34:52 +0100] "GET /demo HITP/1.0" 200 882684 "-" "PSP-Intern
76.108.254.173 — - [13/Dec/2009:06:35:00 +0100] "GET /demo HITBE/1.0" 200 296085 "-" "PSP-Inter

5.107

10.8.6.116 wia 10.

kernel: printk:
kernel: MNeighbour

dhcpd: D *INFORM from 10.8.18 unknown subnet
kernel: print me age
kernel: Nei table over

from 10.8
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Kibana

=1 Threat Dashboard
FILTERING « &

TOPN SOURCES © © TOP N DESTINATIONS TRAFFIC PROFILE TRAFFIC VOLUME

z
H
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Kibana

DIONAEA DIONAEA ® & B P x DIONAEA @ ¢ #»# P x DIONAEA ® & B P x
CONNECTION TYPE CONNECTION TYPE CONNECTION PROTOCOL CONNECTION PROTOCOL

Term @ accept (2214) @ reject (2) Other values (0) Term Count @ smbd (2018) @ mssgld (154) @ mysqld (27)
@ ftpd (9) epmapper (6) pcap (2)
accept smbd 2018 Other values (0)

reject mssqld 154
Other values mysqld 27
ftpd
epmapper
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Other values

DIONAEA sQL e @ o 3 x DIONAEA HTTP(S) O & £ P x DIONAEA SMB & @ T 3 x

| | @ connection_protocol:"mysqld* (27) | | @ connection_protocol:"httpd" (0) count per | connection_protocol:"smibd" (2018) count
@ connection_protocol:"mssqld” (154) count per 1d | (181 hits) 1d | (0 hits) per 1d | (2018 hits)
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Kibana

A Logstash Search

£ bytss:[0 TO 4000000] AND @tags:success

himi (ext) (888) @ php (ext) (659) @ png (ext) (317) @ oif (ext) (226) @ css (ext) (121) count per 30m | (2214 hits)

VOLUME TOP DESTINATIONS

0 to 100 of 500 avalleble for paging

Flelds O ¥ .. » « clientip »

5 167.12.22.189

Type to filter... 164.87.170.73
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usit-gid@rt.uio.no
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